
 
 

 
 
 
 

JOHNS HOPKINS CAREY BUSINESS SCHOOL 
 

Cybersecurity:  What Every Manager Needs to Know 
 
When organizations and executives think about 
cyber security, most think only about the need to 
install the latest technology to protect against 
breaches or, that since they aren’t in the IT 
department, they don’t have a significant role. While 
technology is important, an organization's policies 
and employee’s security awareness are crucial to 
keeping data secure.  Managing an organization's risk 
of a breach can be overwhelming for managers and 
executives, particularly if they don’t have a well-
defined approach. However, by examining and 
understanding the "big picture” of cybersecurity, 
organizations across any industry are able to 
effectively assess their unique needs and develop an 
appropriate roadmap and plan of action. This 
seminar will discuss a strategic approach to 
cybersecurity that takes technical and nontechnical 
components into account. Case studies of 
organizations across a diverse set of industries will be 
presented to apply the principles learned to real 
world situations. 

Who Should Attend 
This 2-day seminar is targeted to managers and 
executives who desire to gain an understanding of 
cyber security and how it can impact their 
organization and/or department. The seminar will 
focus not only on the technical aspects of cyber 
security but also non-technical aspects to include 
legal, risk management, incident planning, public 
relations, employee education, 3rd party vendor 
management and other similar topics. Managers and 
executives who do not have direct IT responsibilities 
will benefit greatly in understanding the strategic 
nature of protecting their organization’s data. 

Faculty 
Robert (Bob) Olsen is the Chief Executive Officer and 
co-founder of North Star Group, LLC and 
Comprehensive Applied Security Solutions, LLC 
(COMPASS). Prior to co-founding North Star Group 
and COMPASS, Mr. Olsen served as vice president of 
program management and corporate services for 
Corvis/Broadwing Communications (Austin, Texas) 
and Regional Engineering Manager, Verizon 
(Baltimore, MD).  Prior to Verizon, Mr. Olsen was a 
non-commissioned officer in the 82nd Airborne 
Division, United States Army. Mr. Olsen graduated 
from Towson University (Towson, Maryland), with a 
Bachelor of Science degree in liberal arts. He later 
earned a Master of Science in Information and 
Telecommunication Systems and a Master of 
Business Administration from the Johns Hopkins 
University’s Carey Business School (Baltimore, 
Maryland). Mr. Olsen is also a Certified Information 
Systems Security Professional (CISSP) and currently 
serves as a board member of the Dean’s Advisory 
Council at the Johns Hopkins University Carey 
Business School.  
Fee: (includes materials, continental breakfast,  
         and lunch) 

• $3,200 for the 2-day seminar 

• 20% discount to JHU and JHHS employees 
$2,560 

• JHU employees may use tuition remission for 
the seminar 

Location 
Baltimore Harbor East 



Day 1 Day 2 

Registration and Breakfast 

8:30 – 9:00am 

Breakfast 

8:30 – 9:00am 

Morning session  
(including a coffee break) 

9:00am – 12:00pm 

Morning session  
(including a coffee break) 

9:00am – 12:00pm 

Today’s Cyber Security Landscape 
• Data breach trends 
• Today’s threat actors 
• Top 5 threats 

 
Fundamentals of Cyber Security 
• Cyber security ecosystem review 
• The 3 pillars of cybersecurity 
• Hands-on exercise #1     

• Terminology and concepts 
• Technology overview 
• Anatomy of a data breach 
• Case studies 1 and 2 

 

 
Cyber Security and Emerging Technologies 

• Mobile devices and bring your own device (BYOD) 
• Hands-on exercise #4 

• Social media 
• Cloud computing 

 
Information Security Policies and Procedures 
 
Business Continuity and Disaster Recovery 
 
Developing an Incident Response Plan 

• Pre breach planning 
• Table top exercises 

• Role playing hands-on exercise #5 
 

Lunch and Afternoon Preparation 

12:00 – 1:00pm 

Lunch and Afternoon Preparation 

12:00 – 1:00pm 

Afternoon Session  
(including a coffee break) 

1:00 – 4:00pm 

Afternoon Session  
(including a coffee break) 

1:00 – 4:00pm 

Developing an Information Security Roadmap 
• Data classification 
• Hands-on exercise #2 

• Information security assessments/audits 
• Enterprise Risk Management 
• NIST framework 
• Compliance (PCI, HIPAA) 

 
Cyber Security Vulnerability Management 
• Planning 
• Implementation 
• Quality assurance 

 
Humans are the weakest link 
• Social engineering 
• Hands-on exercise #3 

• Phishing and spear phishing 
• Security awareness training 

The role of threat intelligence 
• Threat intelligence sources and types 
• How to effectively use threat intelligence 

 
Insurance and Regulatory 
• Cyber liability insurance 
• Regulatory 

 
Supply chain management 
• 3rd party agreements 
• Vendor due diligence 

 
Cyber Security Best Practice Takeaways 
• Technology 
• People 
• Policy 
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